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US
Clean Network Policy

China
New IP Proposal



China New IP proposal
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Cyber jurisdiction :  .TW
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Cybercrime : multiple layers of resistance
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Business
registered at Panama 
or other countries

Servers
IP addresses from ARIN
or RIPE or APNIC

Operators
operated from China 
or other countries
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.. invasive attacks on a much regular basis, but IP address unknown



IP address and jurisdiction
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IP address Cyber attribution

Jurisdiction
No Jurisdiction,
No authority,
No Law enforcement

(Physical location) (Determining the actor 
responsible for a cyberattack)

(By Court)
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95.9% cases 



Legal solutions of cyber jurisdiction
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n MLAT (Mutual Legal Assistance Treaties)
n Budapest Convention (Convention on 

Cybercrime)
p Slow and complex
p Not scalable to all countries

n Legal Cooperation
p Lacks transparency
p Depends on private network of law enforcement 

agencies
p Questions around admissibility of evidence
p Conflicts of laws
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How is cyberspace regulated
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Architecture

Code is Law Law is Code

Source: Lawrence Lessig, 1999; illustrated by Dr. Kenny Huang
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Cyber Norms



From intermediary liability to intermediary responsibility
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Inwood Principles



DNS RPZ architecture
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Bad domain
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RPZ service scenarios
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TWNIC RPZ

Court Order
�/<-"�

Injunction
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Executive Order
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Dispute Resolution Mechanism
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Potential Cyber Norms



Principle of Proportionality : DNS Regime
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Abuse DNS

Abuse Content



DNS abuse
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Law Regime
Disinformation cases

��>10000, �� 2953, �� 589, 	��
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Cyber Jurisdiction
Current solutions
1. MLAT

2. Budapest Convention

(1) slow

(2) not scalable 

3. Legal cooperation

(1) lack of transparency

(2) admissibility of evidences

(3) conflict of laws

Abuse framework

Technical Regime
.TW DNS query : 1.7T queries =>1.2T abuse queries

TWCERT : 200K cases / month

Unlawful abuse
1 court order

2 injunction

3 executive order

4 threat Intelligence

Cyber norms
1 MANII

2 iWin 

3 Emergent abuse
(1) public order

(2) personal injury

(3) monetary damages

(4) child abuse * 

(5) illegal trade

(6) threat of illegal activity Extraterritorial effectiveness
1���46 �
2 ���� 38-3 �

Technical abuse
1 malware

2 botnet

3 ransomware

4 DDoS

5 phishing

6 spam

Gap assessment

From intermediary liability to intermediary responsibility
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