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Lets understand the problem.. 

• What is the connection between “routing security” and “tech policy”? 

• I understand “routing security” part as I look after the 
“infrastructure” of the organization but “tech policy” is someone 
else’s problem. 

• The policies are the lofty theories usually developed by the lawyers, 
right? 

• Its my network, my infrastructure, my [PUT ANYTHING HERE] and I 
will follow my own rules. 

• “if it ain't broke don't fix it”  



Harmless?? 



https://bgpstream.com/ 



Do I have your attention now? 

• Mostly unseen to the average user, Internet Protocol (IP) routing underpins 
the Internet. By ensuring that packets go where they are supposed to aka 
“routing”. 

• Routing is one of the most important parts of the infrastructure that keeps 
a network running, and as such, it is absolutely critical to take the 
necessary measures to secure it. 

• The security of the global routing system is crucial to the Internet’s 
continued growth and to safeguard the opportunities it provides for all 
users. 

• The routing protocol which is keeping everything intact on the internet is 
BGP (Border Gateway Protocol). It is the foundation of the modern 
Internet.  

• BGP is the glue that makes the Internet work. 



BGP 

 

Three Napkin Protocol 



BGP – 30 years in the making 

• BGP was designed when the Internet was made up of a smaller 
number of ASes with strong social and institutional incentives to 
cooperate 

• BGP is still based on “Trust” and chain of trust spans continents 

• With the Internet’s commercialization and global adoption, BGP poses 
greater risks of routing incidents caused by mistaken configurations or 
by deliberate attacks 

• Several attempts have been made to standardise how to implement 
some security features in BGP e.g. BGP Operations and Security – 
RFC7454 



BGP – 30 years in the making 

• With all these efforts, we have seen on and off rise in Routing 
Incidents 

Data Source: bgpstream.com (via MANRS Observatory) 



BGP – 30 years in the making 

• More technologies such as RPKI and BGPSEC can help solve most of 
the issues we face today  

• But, its all about implementation. If every BGP speaker implements 
RFC7454 then probably we don’t even need RPKI or BGPSEC 

• RPKI is slowly picking up pace as it gives you an incentive to 
implement – Reachability. 

Data Source: bgpstream.com (via MANRS Observatory) 



BGP – 30 years in the making 

• The Internet is comprised of hundreds of thousands of distinct 
organizations with varying incentives and operational goals 

• With around 65,000 ASN and close to 825,000 (IPv4/v6) prefixes in 
the global routing table, we are dealing with 000s of people with 
different mindsets to agree and implement something 

• This is not about technology ONLY, it’s a behavioral change we are 
demanding.  



Any Solution? 

• Governments regulate or influence the behaviour of individuals and 
organisations through a range of policy tools, including legislation, 
sanctions, regulations, taxes and subsidies, the provision of public 
services and information and guidance material. 

• But there is no ”Centralised” regulatory authority on the Internet, 
which in fact is the beauty of internet and helps it grow without 
restrictions.  

• While there is global connectivity, there are countries and economies 
with separate national legal jurisdictions 

• Therefore, “Global Routing Security” must be achieved through a 
bottom up process of self-governance 



What’s Happening? 

• There are multiple things to address in BGP Routing Security. 
• Prefix Hijacks 

• BGP Leaks 

• Bogon Announcements 

• People (like you and me) have started taking ”Routing Security” 
seriously and many have come up with proposals to solve this 
problem 

• Dropping the “Invalids” through Route Origin Validation. This gives an 
incentives to network operators to create valid ROA (Route Origin 
Authorisation”. This solves the mis-origination issue (Prefix Hijack) 

 



What’s Happening? 

• 2018-06: RIPE NCC IRR Database Non-Authoritative Route Object 
Clean-up)  [Under Discussion] 

• 2019-03: BGP Hijacking is a RIPE Policy Violation  [Under Discussion] 

• ARIN-prop-266: BGP Hijacking is an ARIN Policy Violation  [Not 
Accepted] 

• AFPUB-2019-GEN-001-DRAFT01 - Provisions for Resource Hijacking  
[Under Discussion] 

• LAC-2019-5 - Resource Hijacking is a Policy Violation  [Under 
Discussion] 

• APNIC ?? 

 



What’s Happening? 

• MANRS – Mutually Agreed Norms for Routing Security 

• Community driven initiative supported by Internet Society to 
implement the actions to secure the global routing table in their own 
networks 

• Good example of “Bottom-up” and “Self Governance” 

• Separate programs for Network Service Providers/ISP and Internet 
Exchange Point (IXP) operators 

 



What’s Happening? 

• 4 Simple Actions to Implement for ISPs 

 
Coordination 

Facilitate global 
operational 

communication and 
coordination between 

network operators 

Maintain globally 
accessible up-to-date 
contact information in 

common routing databases 

 

Anti-spoofing 
Prevent traffic with 
spoofed source IP 

addresses 

Enable source address 
validation for at least 

single-homed stub 
customer networks, their 

own end-users, and 
infrastructure 

Filtering 
Prevent propagation of 

incorrect routing 
information 

Ensure the correctness of 
your own announcements 
and announcements from 

your customers to adjacent 
networks with prefix and 

AS-path granularity 

Global 
Validation 

Facilitate validation of 
routing information on 

a global scale 

Publish your data, so 
others can validate based 

on routing information 
data  

(IRR and/or RPKI). 



What’s Happening? 

• Actions for IXPs 

Action 1 
Prevent 

propagation of 
incorrect routing 

information 

This mandatory 
action requires IXPs 

to implement 
filtering of route 

announcements at 
the Route Server  
based on routing 
information data 
(IRR and/or RPKI).  

Action 2 
Promote MANRS 

to the IXP 
membership 

IXPs joining MANRS 
are expected to 

provide 
encouragement or 
assistance for their 

members to 
implement MANRS 

actions.  

Action 3 
Protect the 

peering platform 

 

This action requires 
that the IXP has a 

published policy of 
traffic not allowed 

on the peering 
fabric and performs 

filtering of such 
traffic. 

Action 4 
Facilitate global 

operational 
communication 

and coordination  

The IXP facilitates 
communication 

among members by 
providing necessary 

mailing lists and 
member directories.  

Action 5 
Provide 

monitoring and 
debugging tools 
to the members. 

The IXP provides a 
looking glass for its 

members. 



What’s Next? 

• Global RPKI uptake is close to 14%, it took a long time to reach this 
number. The goal is 100 per cent but no one knows how long that will 
take. 

• Initiatives like the MANRS, provide a clear path for network operators 
to take towards addressing these routing threats. 

• All stakeholders, need to take actions to address the ecosystem 
challenges preventing the widespread application of best practices. 



What’s Next? 

• The global routing system is incredibly resilient. Its decentralized 
structure provides flexibility, scalability, and overall durability. While 
its structure has played a crucial role in the growth of the Internet, it 
has also enabled routing incidents to occur. 

• Decentralised way of making decisions, which is more essential to the 
internet also means security improvements require many individual 
actions by networks and takes longer time. Everyone has to measure 
the the value of a change before they can proceed. 

• We need an innovative combination of self governance structures 
along with technology to reduce the routing security incidents. 



Thank You 

only together, we can 

#ProtectTheCore 
 


